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Moving Target Defense (MTD) is a quite effective solution for alleviating the impact of attacks from malicious
sources or attackers taken from biological/military environments. It works as a proactive defense approach aiming
at enhancing the target system security by periodically changing its configuration to reduce the exposure to
vulnerabilities and opportunities for attack. Several MTD approaches have been studied in the literature, and one of
the simplest and most effective is migrating the service among different nodes of a distributed computing system.
To evaluate the effectiveness of migration-based MTD policies, it is crucial adopting proper cybersecurity metrics
and tools for their assessment, which is highly challenging due to ICT complexity in terms of a large number of
nodes, attack types, workloads, migration policies, and service delays. Current solutions in MTD evaluation, mainly
based on combinatorial (attack trees), game theoretic and state space-based approaches, do not or partially address
such challenges altogether. This paper aims at proposing a technique based on Petri nets to overcome limitations
of existing solutions. The proposed model is highly scalable and customizable through several parameters. It also
allows to stochastically characterize the underlying behaviors and phenomena through non-exponential distributions,
obtaining both transient and steady-state metrics. Numerical experiments are performed to demonstrate the
capability of the proposed approach in assessing the impact of MTD migration techniques on the system-service
dependability, including security, availability and performance.

Keywords: Cybersecurity, Moving target defense, MTD Service migration technique, Dependability, Petri nets.

1. Introduction elastically deployed and provisioned on-demand.

Current technological landscape is dominated This widely heterogeneous and complex sce-

by Information and Communication Technolo-
gies (ICT), where distributed resources, devices
(smartphones, laptops, wearables, single board
computers), nodes (servers, cloudlets, communi-
cation systems) and things (smart objects, vehi-
cles, cameras, appliances), ranging from few units
to billions, exchange data through the Internet (in
the order of zettabytes, 27° per day altogether).
On top of them, several applications transform
this new commodity (data) into solutions and ser-
vices for end-users, and business and revenues for
providers. This is powered by huge, theoretically
unlimited, computing facilities managing data to
process, store, archive these services. At the
heart of this system, Cloud computing plays the
role of enabling technology, where services are

nario raised up several challenges, some of which
are still open and looking for proper solutions.
Among them, cybersecurity is one of the big
challenges concerning both data (confidentiality,
privacy) and resources (integrity) management. In
this context, moving target defense (MTD) (Jajo-
dia et al. (2011), Sengupta et al. (2019)) is a quite
effective solution for alleviating the impact of
attacks from malicious sources or attackers taken
from biological/military environments, based on
the concept of changing the attack environment
by moving a specific target to hide it from at-
tackers, e.g. camouflage, weapon transfer. In
ICT, the MTD cybersecurity technique has been
adapted as a proactive defense approach aiming to
enhance the system security by dynamics, contin-
uously moving a service to reduce its exposure to
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vulnerabilities and opportunities for attack while
increasing the system resiliency, as surveyed in
(Lei et al. (2018)). Several MTD techniques
have been proposed so far Hong and Kim (2016).
Among them, those based on service migration
are widely spread and successfully applied in
several contexts. Proper cybersecurity metrics,
methods, techniques and tools are required for
assessing the effectiveness of MTD policies as
also highlighted in (Zhuang et al. (2015)). Several
approaches have been proposed in the literature
as reported in Cai et al. (2016); Hong and Kim
(2016), mostly based on attack graphs (Nguyen
et al. (2017)), game theoretic approach (Zhu and
Rass (2018)) and state space-based models (Con-
nell et al. (2017)), to mainly evaluate the sys-
tem survivability. However, despite their success,
there is still need of further research on analytical
modeling approaches for properly addressing the
main challenges of current ICT scenarios, consid-
ering large number of nodes and scalability, attack
types, workloads, migration policies, service de-
lays and similar. New metrics and models should
be used to also evaluate the impact of MTD migra-
tion policies in terms of dependability, i.e. secu-
rity, performance and/or availability, in a realistic
scenario adopting stochastic models relaxing the
exponential assumption on underlying quantities
and phenomena.

This paper proposes a technique based on Petri
nets (PN) for properly modeling migration-based
MTD techniques. The use of PN in the MTD
area is not new, seeing Moody et al. (2014),
Cai et al. (2016) and Chen et al. (2020). But
our model aims at overcoming the limitation of
existing solutions in terms of scalability, realis-
ticness and multi-objective dependability metrics.
The proposed model is therefore highly scalable
and customizable through several parameters. It
also allows to stochastically characterize the un-
derlying behaviors and phenomena through non-
exponential distributions, obtaining both transient
and steady-state performance, security and avail-
ability/dependability metrics. Numerical experi-
ments are performed to demonstrate the suitability
of the proposed approach in MTD modeling of
complex ICT systems.

The main contribution of this paper can be
therefore summarized by a modeling and evalu-
ation technique overcoming some limitations of
existing technologies, specifically: i) scalability
- the proposed PN model is highly scalable, re-
laxing restrictions in the number of nodes of the
underlying MTD infrastructure; ii) accuracy - it
allows to represent real and actual phenomena,
relaxing the memory-less/Markovian assumption
that forces the time variables characterizing the
system behaviours to be exponentially distributed;
iii) multi-objective - it allows to take into account
different metrics and quantities related to security
and performance inside the same model.

The remainder of the paper is organized as
follows: Section 2 defines the research contexts,
overviews MTD techniques, with specific regard
to migration-based ones, and investigates on ex-
isting solutions for their modeling. Then Sec-
tion 3 describes the proposed Petri net models of
migration-based MTD techniques, then evaluated
in Section 4. Conclusions and future work are
discussed in Section 5.

2. Problem statement

The target scenario of this research effort is a
(Web) service delivering its functionalities to third
parties though the network. The service deploy-
ment could be on an Internet-connected server,
either physical or virtual, subject anyway to ex-
ternal attacks that may compromise the overall
system. Redundancy policies are usually adopted
to mitigate the impact of failures thus identifying
a distributed deployment infrastructure for a ser-
vice. This may include Cloud computing infras-
tructure, in which the service can be deployed in
virtual machines and/or containers, including hy-
brid virtualization contexts where containers run
on virtual machines. This way, the underlying in-
frastructure may range from few (mainly physical)
to thousands (virtual) network connected servers.

The network, however, can be also source of
problems, namely attacks, which can compromise
data confidentiality and resource integrity. There
are several types of attacks (Uma and Padma-
vathi (2013)): intrusion-based, which require the
attackers to enter the system and then perform
the attack (e.g malware, phishing, SQL injection,
password attacks); eavesdropping, where attack-
ers sniff packets from the network (e.g. man-
in-the-middle); flooding, performed by sending
data over the network to congest a node (e.g.
distributed denial of service). In this paper, we
mainly focus on the former category, intrusion-
based attacks.

In the intrusion-based attack scenario, the at-
tacker or intruder has to first discover target sys-
tem vulnerabilities to perform the attack. The
set of system vulnerabilities that can be accessed
by an intruder is identified as attack surface.
An intrusion-based attack can be modeled by a
specific (intrusion or cyber) kill chain (CKC)
Hutchins et al. (2010). The CKC model spec-
ifies 7 stages for characterizing an attack work-
flow, which can be split into two groups, the for-
mer directly involving the intruder (recoinessance,
weaponization and delivery) and the latter mainly
triggered by the injected weapon or malware (ex-
ploitation, installation, command and control, ac-
tions on objective). More specifically, an intruder
i) first selects the target node and attempts to
identify vulnerabilities in its network (reconnais-
sance), then ii) creates remote access weapon
(malware such as a virus or worm) depending
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on the discovered vulnerabilities (weaponization)
and iii) transmits weapon to target by USB drives,
e-mail attachments, websites, etc. (delivery). This
way, the malware starts operating by iv) acting on
the target network to exploit vulnerability through
program code triggers (exploitation), v) installing
access point for the intruder (e.g., “backdoor”)
(installation) and vi) enabling the latter to have
persistent access and control of the target node
(command and control) to vii) perform attacks
like data exfiltration or destruction, encryption for
ransom, and so on (actions on objective).

Injection Installation Action

I I I Search I
Fig. 1. Attack model.

The CKC model is considered as the reference
model for cyber attacks, and it has been also
widely used in security assessment Chen et al.
(2020), mainly restricting the scope to malware
activities rather than intruder ones, since the latter
are quite hard to be precisely quantified. They are
mainly related to human operation (human factor)
and therefore widely variable, with high uncer-
tainty due to the application domain, specific se-
curity requirements, intruders habits, needs, wills,
political beliefs, and so on. In this paper we thus
adopt the model of Chen et al. (2020), composed
of 4 main stages extrapolated from the CKC:

(1) Injection-Exploitation: intruder gains access
to a target system by means of a disclosed
vulnerability, after injecting (recoinessance,
weaponization and delivery) the malware and
then activating (exploitation) it (steps i)-iv) of
CKC).

(2) Installation-Infection: the malware tries vari-
ous methods to conquer the system and giving
access to the intruder (step v) of CKC).

(3) Access and control-Search: the malware
looks for critical data in the infected platform
ensuring persistent access on and control of
the node (CKC step vi).

(4) Actions on objective-Efil: performing the at-
tack acting on data (exfiltration, corruption,
etc. - CKC step vii).

Moving Target Defense (MTD) is a proactive
defense strategy that alters the attack surface for
intrusion, e.g. by periodically migrating the ser-
vice, thus reducing the probability of success of
an attack. This is however quite effective also in
mitigating the impact of a successful attack, which
will be interrupted by a “movement” (e.g. migra-
tion). From literature (Hong and Kim (2016)),

different MTD techniques, mainly grouped into
3 categories depending on the adopted strategy,
have been specified. Shuffle techniques mainly
operate on the system configuration, at differ-
ent layers, e.g. changing server (migration), IP
addresses, topologies, proxies, data and related
functionalities. Techniques mainly implementing
different equivalent solutions for the same service
(different languages, OS, libraries, stacks, ...) be-
long to the diversity category, while those repli-
cating components, functions and basically the
service, fall into the redundancy group. It is also
possible to combine such techniques to define ad-
hoc strategies customized to the problem at hand.
In this paper we mostly focus on the most widely
adopted MTD technique, based on migration and
categorized as shuffle.

To evaluate the effectiveness of an MTD solu-
tion to the service dependability we need to iden-
tify some specific metrics. Referring to the attack
model of Fig. 1, several meaningful dependability
metrics to statistically characterize the service and
related MTD solutions adopted can be defined
on the states identified in the model of Fig. 1
following the rule

Pr, = {Probability the service is in the * state}

This way, we can define Prigrgets PTeaploits
Prinfect» and Preypy. All the above quantities
can even be defined over time ¢, thus identifying
the probability to be in the state * at time ¢. Of
course, Prigrget(t)+ Preapioit(t)+ Prinfect (t)+
Pregy (t) = 1. Furthermore, from these ba-
sic metrics we can define derived ones such as:
Psope = 1 — Pepy, ie. the probability that the
service information are not disclosed; Py, otarget =
1 — Pyyrget, 1.€. the probability that the service
is under attack; and Ppotinfect = 1 + Prarget +
Pepioit, 1.6. the probability that the service 1s not
infected. Furthermore, Fg(t) = Pr{© < t}is
the cumulative distribution function of the time
to complete random variable © representing the
service completion.

3. The PN Model

In this work, a Web service running on a dis-
tributed infrastructure composed of N servers or
nodes, with N ranging till thousands (e.g. in
Cloud setups), can randomly migrate between
nodes according to a migration-based MTD tech-
nique. The migration is triggered by a timer with
a probabilistic or deterministic period. All the
nodes have the same characteristics.

To model such a system focusing on the
dependability quantities above discussed, Non-
Markovian Stochastic Petri Nets (NMSPN) (Bob-
bio (1990); Bobbio et al. (1998); Longo et al.
(2016)) have been adopted, extending the NMSPN
of (Chen et al. (2020)) for scalability and gener-
alization (general distributions, new metrics) pur-
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Fig. 2. NMSPN 3-node service execution model under MTD

Table 1. Enabling Functions for Fig. 2
Name Function
Cil.1=1,2,3 if #5; = 1, return 1, else 0
D;),i=1,2,3 if #S; = 1, return 0, else 1

poses. The original NMSPN describing a service
running on a 3-node infrastructure is reported in
Fig. 2. The NMSPN of Fig. 2a represents the
attack on nodes 7 (¢ = 1,2,3) while Fig. 2b
represents the migration of the service between
the nodes. When a transition 1", fires, the
service migrates to a different node. Even if the
system is usually governed by a single timer, in
the model of Fig. 2b each node has its own
clock Tigimer- The connection between parts a)
and b) of Fig. 2 is implemented by the enabling
functions [C;] and [D;] reported in Table 3 that
specify if, during the searching phase, the attacker
is on the node where the service is running. If so,
the place S; is marked (#S5; = 1) and the token
moves from Py, ect to Pic gy due to the firing of
Tiscarch, otherwise a new attack is performed on
arandomly selected node. The probability that the
service is not under attack or safe is thus

P’I“Sqfe Z Pr{#PZele( ) = 0}

=
Notice that in the model of Fig. 2, the service can

migrate to a different node but the attacker may
remain on the same node.

In (Chen et al. (2020)) all the transition times
are exponentially distributed with rates given in
Table 2. Thence, the quantitative analysis can be
obtained by solving the Continuous Time Markov
Chain (CTMC) isomorphic to the NMSPN reach-
ability graph. Increasing the number of nodes in
the system requires to increase the number of lines
in the two sub-NMSPNs of Fig. 2. This can
be done automatically by writing a proper script
for the NMSPN generation, but does not avoid
the explosion of the state space of the underlying
CTMC.
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Fig. 3. Lumped PN Model.

To address the state space explosion problem,
this paper proposes a more compact representation
by means of the lumped NMSPN of Fig. 3, where
we assume a generic number of nodes equal to V.
The top part of Fig. 3 represents the phases of the
attack, as in Fig. 2, but on a generic node. What
changes is the control part on the bottom of the
figure. Place P,;; models the case in which the at-
tacker is on the node where the service is running,
while the place P, .41 models the attack on one of
the remaining (IV — 1) nodes without service. The
two places are in mutual exclusion and only one
of them may contain a token. Hence the system
switches from the condition in which the attacker
is in a wrong node (P54, 1s marked as in Fig.
3) to the service attack (P, is marked) and con-
sequently transitions 7y and T),,4¢% cannot be
enabled at the same time. When P;;, .., contains
a token, if P, is marked, the transition 7T}, ,4¢%
is inhibited and the attack proceeds from P, fec:
to P.yy;. Viceversa, when P4 is marked, the
transition 7, is inhibited and the search phase
returns to Py,yge; (compare the behavior with the
NMSPN of Fig. 2). Places P, P, represent the mi-
gration: when the transition 7};,,., fires, the token
is moved from P; to P, triggering a migration to
one of the (IV — 1) different nodes. The migration
is governed by the immediate transitions 77, 15
and T3 as follows:

Py and then P, are marked - After migration
timer firing, the service, previously running on
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the node under attack, lands on a safe node. The
only enabled transition is 73 and with probability
Pry, = 1 a token is moved from place P, to
place P, ..+ and the timer restarts.

Py and then Py, o1 are marked - Two conflict-
ing actions are possible, modeled by the two con-
flicting transitions 75 and 73. Either the service
migration lands on a node under attack (firing of
T5 and a token moved to P,;) with probability
Pry, = 1/(N—1) or on one of the (N —2) “safe”
nodes (firing of T3) with probability Prp, =
(N —2)/(N —1). In both cases after migration
the timer starts over again. In the NMSPN of Fig.
3, the number of nodes N affects only the value of
the switching probabilities between the immediate
transitions 75 and 73 and does not influence the
structure of the NMSPN and therefore the dimen-
sion of the underlying model state space. This
way, the lumped NMSPN is a scalable model of
the Web service execution under migration-based
MTD policy.

4. Validation and further experiments

The validation of the proposed model is investi-
gated in Section 4.1 by comparing the results ob-
tained by the original PN (Fig. 2) against those of
the lumped one (Fig. 3). Then, to demonstrate the
flexibility and suitability of the proposed (lumped)
model in dealing with more generic (stochastic)
behaviors and other dependability metrics, further
evaluations are discussed in Section 4.2. All nu-
merical analysis is performed with the tool Web-
SPN (Longo et al. (2016)).

Table 2. Parameter values of the MTD PN Model.

Par. Definition Value
1/a Mean time to exploit a node 25 h
1/8 Mean time to infect a node 025 h
1/6 Mean time to search in a node 0.25 h
1/~ Mean time for exfiltrating 05h
from the node

1/A Mean period of the timer 1h
1/p Mean migration time 10m

4.1. Validation

In the validation, all the timed transitions are
exponentially distributed with rates, taken from
Chen et al. (2020), shown in Table 2. The original
model of Fig. 2 and the lumped one of Fig. 3 have
been compared considering the probability that
the service is secure at time ¢, i.e. Prsqfc(t) =
1 — Pregi(t), expressed in the PN models as
the probability places Pi.pi (P.rq in the lumped
NMSPN) are not marked at time ¢, for N =
3,4,6,8 nodes, as specified in Section 3. Fig.
4 shows the results thus obtained, where original
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Fig. 4. Transient Prg,f. probability comparison between
the original and the lumped NMSPN results.

and lumped are related to the models of Fig. 2
and 3, respectively. Such results are very close,
with an error lower than 10~%, thus validating the
lumped model.
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Fig.5. Steady state Prgq fo probability obtained by the orig-
inal and lumped NMSPN.

The scalability of the lumped NMSPN is then
demonstrated by Fig. 5 showing the steady state
value of the Prg, . probability on the number of
nodes from N = 3 to N = 100. The figure also
reports Prg,y. of the original model till N < 8,
to demonstrate that, while for the lumped model
there is no upper bound to the value of N, in
the original NMSPN, an increment on N brings
to the state space explosion, thus restricting the
computation to few nodes (8).

4.2. Further experiments

This section aims to evaluate the suitability of
the proposed lumped model in the evaluation of
large systems, even including non-exponentially
distributed timer periods (Section 4.2.1), non-
instantaneous migration times (Section 4.2.2), or
also performance metrics such as the time to com-
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plete a service (Section 4.2.3).

4.2.1. Non-exponential timer period

In Fig. 3, the transition 7}, is drawn as a
black box to indicate that the associated transi-
tion time can be generally distributed. Fig. 6
shows the impact on the security (Prgqe) of two
different timer distribution functions (exponential
and deterministic) with the same expected value
El[timer] = 1h, ranging from N = 3 to N =
1000. The deterministic timer results in an oscil-
lating behavior that, in any case, provides a higher
security particularly for lower values of V.

0,995
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o—o N=100
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Fig. 6. Transient Prg, s probability changing the timer
distribution (exponential - solid lines, deterministic - dashed
lines) with expected time E[timer] = 1h .

4.2.2. Non-instantaneous migration time
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Fig. 7. Lumped PN Model with migration delay and service
execution time.

In the previous sections, the migration is as-
sumed to be instantaneous, i.e. the migration
time is equal to zero. However, moving a service

from one node to another through the net takes a
finite time that delays the service execution and
influences the performance of the service. The
NMSPN including the migration time is shown
in Fig. 7 (the dashed part refers to the service
processing time and will be discussed in Section
4.2.3). Place P, represents the normal operating
condition of a service. When T};,,,., fires, a token
is moved to P and the new node is immediately
selected by firing one of the immediate transi-
tions 1%, T5 or T5 according to the same logic of
Fig. 3. Then the token instantaneously moves in
place P,,;, where the transition 7,;,, modeling
the migration latency, is thus enabled. Once the
migration is done, the NMSPN moves a token
back to P, representing the service online in a new
node.
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Fig. 8. Prsufe(t) with exponentially distributed (solid

lines) vs deterministic (dashed lines) timers and non-
instantaneous migration time.

In all the following numerical experiments the
migration time is assumed to be exponentially
distributed with mean value 1/p = 10min
(see Table 2). Fig. 8 shows the transient
Proafe(t) = {#Peru(t) = 0} probability com-
paring exponential and deterministic timer with
the same expected value E[timer] = 1h for
N = 3,6,10,100. Again, a deterministic timer
provides, on the average, a better security, in
particular for low values of N. To further in-
vestigate the impact of the timer distribution by
increasing the number of nodes, Fig. 9 plots the
steady state value of Pry,r. on N (in logarith-
mic scale) for exponential and deterministic timer
with E[timer] = 1h. The deterministic timer
performs always better but the improvement tends
to disappear for large /N, when the shuffle effect
prevails on the shape of the distribution.

To bind the ability of the system to run a service
with the security provided by the implemented
MTD technique, we introduce a new measure
called Secure Service Availability (SA), defined as
the probability that the service is running (token in
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Fig. 9. Steady state Prgqf. probability for exponentially
distributed vs deterministic timer with non-instantaneous mi-

gration time varying N.

P) and the node on which the service is running
is not under attack (no token in P.;;). More
formally

PTSSA(t) = PT’{#Pl(t) =1A #Pcfu(t) = 0}

The transient Secure Service Availability Prgsa

0,6 |

04 oo E[timer|=2.0 h

Secure Service Availability

10
t(h)

Fig. 10.  Secure service availability Prgg 4 considering both
exponential (solid) and deterministic (dashed) timers varying
the expected value of the timer with N = 3.

is plotted as a function of the time ¢ in Fig. 10
for a system with N = 3 nodes, exponentially
distributed and deterministic timers with expected
values Eftimer] = 0.5h and E[timer] = 2h.
As expected, by decreasing the timer, higher val-
ues of Prgga are obtained, also confirming the
fluctuating transient trend of deterministic timers.

4.2.3. Secure service completion time

Let us assume the service requires a processing
time ¢ on a node to be completed. However,
the service processing is affected by two phenom-
ena: i) the migration, since the service cannot
be executed while migrating, and ii) the security,

1994

since during a successful attack (a token in P ¢;;)
the processing is not secure and can be compro-
mised. The processing time for the service 6 can
be either a random variable or a constant, but in
any case the time to complete the service without
data disclosure © is a random variable due to the
stochastic fluctuations of the MTD system running
the service. As discussed in Section 2, the cumu-
lative distribution function of the secure service
completion time is given by Fg(t) = Pr{© < t}.
In the bottom part of Fig. 7, transition Tserpice 18
associated with the processing time 6. Place P,
represents the service processing and is initially
marked by a token. The firing of T’s¢;-yice moves a
token to P,y representing the service process-
ing completion. Hence

Fo(t) = Pr{O <t} = Pr{#Peomp(t) = 1}

However, the secure service processing is inhib-
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Fig. 11. Cumulative distribution function of the secure ser-
vice time to completion Fg (¢) with N = 3, varying timer
distribution and expected value.

ited when either P,,;4 or P ; are marked. In the
following numerical example, 6 is assumed to be
exponentially distributed with mean value E[0] =
4 h. Fig. 11 evaluates Fp(t) for a system with
N = 3 nodes, and reports the results obtained
by assuming an exponential timer (solid line) or
a deterministic timer (dashed line), with variable
timer mean values E[timer] = 0.5, 1, 1.5, 2h.
Of course, Fg(t) = 0 for t < 0 since the service
cannot be completed before . By increasing the
expected value of the timer a sharper distribution
(lower variance) is obtained since the expected
number of migrations before service completion
decreases accordingly.

5. Conclusions and future work

In this paper we propose a scalable state-space-
based modeling approach to quantitatively ana-
lyze Web service dependability metrics subject
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to migration-based MTD techniques. The pro-
posed models relax some assumptions of exist-
ing solutions related to the maximum number
of nodes (scalability), the stochastic characteriza-
tion of related metrics and quantities (extending
to non-Markovian behaviours), while consider-
ing new dependability metrics including security,
availability and performance. Once the proposed
model is validated against existing model and so-
lution taken from literature (Chen et al. (2020)),
further experiments are carried out for evaluating
the suitability and effectiveness of the proposed
model to more realistic setup, investigating its
capability on analyzing the service dependability
in a large-scale system.

The improved dependability is usually achieved
with increasing costs. Studying a tradeoff analysis
of cost, time, and effectiveness of a MTD system
is necessary. Several factors, including definition
of various costs and optimization goals, are con-
sidered in ongoing and future work, also planning
to extend the modeling to other MTD techniques
into a full fledged tools for the evaluation and
design of MTD systems.
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